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BANK OF ENGLAND
PRUDENTIAL REGULATION
AUTHORITY

Anna Sweeney
Director, Insurance Supervision

Chief Ex ialist general firms
regulated by the PRA

30 January 2019

Dear CEO

that you € 0 A 4 i a Cyber underwriting risk: follow-up survey results
1t the In July 2017 we published Supervisory Statement (55) 4/17 ‘Cyber insurance undenwriting risk’.' This set
b out our expectations for insurers on the prudent of cyber iting risk in three broad
instructions: reas: i) actively managing non-affirmative (‘silent’) cyber risk;” i) setting clearly defined cyber strategies
nd risk appetites that are agreed by the board, and i) building and continuously developing insurers’
cyber expertise
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BHX InMay 2015, and after discussing with industry associations and Lioyd's, we caried out a follow-up
survey’ involving firms of varying size. This letter provides feedback on the key themes that emerged from
firms' responses, and areas where we think that firms can do more to ensure the prudent management of
cyber risk exposures
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2. Se'ﬂﬂ you 23;56‘;:‘251:30 ne to the ; Mg e th Sta geted S High-level thematic findings and future steps
ithl & 4 b~ re €-lin In, ’ ydro i The survey results suggest that although some work has been done, more ground needs to be covered by
L % k €, . r firms especially in relation to non. cyber risk , risk appetite and strategy. Having
your ¥ey 1 )m resyjt il reviewed firm's responses we also remain of the view that the expeclal:ons set out in SS4/17 are relevant
et tha
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¥ pu rch&ﬁed

and valid. Further details are provided below.
PR jready

if u Non-affirmative cyber risk

1. Firms almost all agreed that a number of traditional lines of busi have i 1o
non-affirmative cyber risk. Casualty, financial, motor and A&H lines were noted to have the largest
non-affirmative exposure. Firms were also aligned in their view of low non-affirmative exposure for
energy lines of business, mainly due to the application of exclusion CL380, a widely-used exclusion
across marine lines.

2. There was significant divergence in firms’ views of the potential exposure within Property, Marine,
Awiation and Transport (MAT), and Miscellaneous’ lines. Firms estimated their exposure to non-
affirmative cyber risk on these lines o be anywhere between zero and the full limits. Some of the
variation between firms may be explained by differences in the underlying portfolios and the extent to
which firms have felt able to introduce sufficiently robust exclusions and/or limits. However, much of
the divergence is likely to be reflective of differences in firms' perception of risk. This suggests that
eor&e 1|inms should give further thought to the potential for cyber exposure within these specific
partfolios.
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Mondelez sues Zurich in test for cyber hack =
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. Jrat do not explicity include or exclude coverage for cyber risk’
Insurance e —— -

tian, pat, ravel breakdown assistance, legal expenses, fine an o,

Onstrates how
s of non-affirmative risk are not well-developed anu muslly rely on
had

2R GDA T 444 (0)20 7601 4444 www bankofengland co uk

Insurance group had refused to pay for NotPetya attack, invoking a war exclusion
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Presenter
Presentation Notes
Historical Losses (90% of the Petya/NotPetya industry loss from silent cyber)and potential losses (https://www.artemis.bm/news/silent-cyber-has-potential-to-cause-ils-fund-losses-scenario-shows/)
Reputational costs otherwise (dispute between Mondelez relating to war exclusion but interestingly claim is on an all risks property policy).
Regulatory Interest (e.g. Dear CEO letter). Leads on to next slide – discuss various PRA documents over time.
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1.6 The PRA expects firms to be able to identify, quantify and manage cyber insurance
underwriting risk. This includes both of the following sources of cyber insurance underwriting

risk:

(a) affirmative cyber risk, ie insurance policies that explicitly include coverage for cyber risk;

and

(b) non-affirmative cyber risk, ie insurance policies that do not explicitly include or exclude
coverage for cyber risk . This latter type of cyber risk is sometimes referred to as ‘silent’

cyber risk by insurance professionals.

% of Total Policy Limit Exposed to Non-Affirmative Cyber Risk
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Presenter
Presentation Notes
Firms agree that traditional lines of business have considerable exposure to ‘silent’ cyber.
Quantitative assessments of non-affirmative risk not well developed.
Stress tests suggest cyber event could have widespread impact across different CoBs. 
Firms confident about reinsurance response but optimism was not corroborated by sufficient evidence.
Claims functions often unable to distinguish non-affirmative cyber claims.
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Exposure Assessment
What is achievable for you?

Contracts/Clause wordings usage and understanding is crucial!

Forming your own view of the confidence you as a firm have in those
wordings

Policy level assessment is ideal but difficult to maintain ongoing?
Are you confident the data is accurate?

Is the company’s view on the contract working consistent?

Scenario development

Are you developing/considering scenarios that are relevant to your
exposure?

Management Reporting

What do management need to know/understand about the silent cyber
problem?

It’s our role to help them understand the complexities by bringing together
different disciplines from across the business into a unified view of the
potential risk.

Centre for

Risk Studies

09 September 2019 8



Clause Usage & Interpretation

Wordings Intention

LMA Classes

Aviation Hull

Exclusion Exclusion Affirmative Exclusion Exclusion Exclusion Exclusion Exclusion Exclusion Exclusion Exclusion Affirmative Affirmative Exclusion Exclusion Exclusion Exclusion

LMAS5272/3/4/5 LMA3150 LMA3141 LMA3127 LMA3092/30 NMA2918 NMA2914/5 NMA2914/5 A NMA2912/8 CL380 152015/8 LSW555 AVN52G AVN48B ANV124 LMA5240 LMA5241

Cyber Incident  Insurance Act  Electronicand HIP 2015 Policy  Terrorism Terrorism  Electronic Data Electronic Data  IT Hazard The Institute  Cyber Attack  Aviation Hull Extended  War/Hijacking  Data Event Cyber Loss Cyber Loss

Exclusion 2015 Computer Crime exlcusion exlcusion Endorsement  Endorsement  Clarification  Cyber Attack Exclusion Clause “Warandallied  Coverage  and other perils Clause Exclusion Limited
Endorsement - Policy (including cyber (including cyber (ammended) Clause  Exclusion Clause and Write-Back perils” Endorsement exclusion Exclusion
General terrorism) terrorism)

Liability

Exclusion

LMAS5241A

Cyber Loss

Limited
Exclusion

(ammended)

Exclusion

LMA5327

Cyber Loss

Limited
Exclusion

Exclusion
LMA5359

Cyber Loss
Exclusion

Aviation Liability

Aviation War

Casulaty RI

Contingency

D&O0

E&O

Engineering

Financial Institutions

General Liability

Livestock & Bloodstock

Marine Cargo

Marine Hull

Marine Liability

Marine War

=
o

Marine XL

Motor

Offshore Energy

Onshore Energy

Personal Accident

N
R

Political Risks

Power Generation

2

o

Property D&F

2

£

Property RI

2!

&

Property UK Commercial

2

-

Propery UK Household

27

Specie

2

o

Terrorism
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€ (98| (3¢ |3 (3¢ |5¢ (32|36 3¢ |36 (3¢ |38 (3¢ (3C | 3¢ (3¢ | 3¢ (3¢ |96 (3¢ |36 | 3¢ |36 | 3¢ (3¢ 3¢ (3¢
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LMA wordings review 2018 was used as basis for a default market view
It’s important to evaluate this in context of your own markets and policies

This will need regular review and update over the next 1-2 years as the market
addresses contract certainty related to cyber
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Scenario Generation

Non Affirmative Scenarios

Example

Use the output from your analysis of the expoisure and cyber peril coverages to devise relevant and useful 2
scenarios for your business. Scenario Name Lloyds Business Blackout

Use this to articualte to management why the scenarios chosen are the most appropriate and where
potential non-affirmative losses are likely to arise from. ntified group motivated to cause significant disruption inside the USA reaches out to the hacking community and purchases
Description ces. y dubi ing in the domestic

i Allof the hackers hired have very litle idea of what they are working on as a collective.

Exposed by Scenario Comment sic Exposed by Scenario Comment

1 5 terruption - Interruption of operation: ¢ %

1 ontingent business interruption (CBI) for non-phy < v

39,412,447 6,874,547 46286994 | 21 Data and s s % 2
61,406,627 22,918,841 84325468| 15 Financial the frauc % ditioning supply ¢
81,281,878 25,603,227 106,885,105 | 11 Ransom and extortior % aste management and e v
61,406,627 22,918,841 84325468| 15 Intellectu 2 %
35,284,990 196,862,560 6 ¢ e and retail trade @

58,904,617 8,923,118 67,827,736 18 3 tation and sto <
67,249,555 8,561,062 75810617 | 17 B3 dation and %
89,243,734 24,605,356 113,849,091 8 R uding legal protection) 3 o and communi <
89,243,734 24,605,356 113,849,091 8 Regulatory & Leg nse costs (excluding fines a ¢ and insurance ac ¢
89,243,734 24,605,356 113,849,091 8 < %
82,967,254 22,734,582 105701836 | 12 Communication and me v %
81,856,980 23,012,666 104,869,606 | 13 brotection — Law ¢ e and support <
122,202,161 11,373,988 133,576,150 7 A verage < n and defence; compulsory sc <
58,904,617 8923118 67,827,736 | 18 3 %
39,412,447 6,874,547 46,286,994 21 L4 (4
85,631,450 10,887,719 96519168 | 14 3 ¢
58,004,617 8,923,118 67,827,736 18 al's d onal indemnity x® %
157,285,036 42,822,386 200,107,422 5 Environmental damage ¢ %
152,479,752 56,053,471 208,533,224 4 ysical asset 7 %

Bodily injury and death ®

e of covered peril Non-Malicious Exclusion Malicious Exclusion

Affirmat Excluded Silent Exposed by Scenario Comment
1 Liability
.3
3 Medium 2 2 L4 Medium
®
¢ High ® (4 Medium x
% Medium L4 Medium ® L4 Medium
Cgineering x Low ® v Wedium x
e % High (4 Medium (4 Medium L4 Medium
SR ) Medium ® L4 Medium L4 Medium
% Low ® L4 Medium < Medium
—— % Low. < Medium x < Medium
Marine Hull % ®
Marine Liability ® —
2 %
03 L4 Medium ® ® L4 Medium
x < Low. L4 Medium L4 Medium L Medium
— ] 2 Figh 3 x 2 Vedium
Snshore Energ 2 L4 High L4 Medium ® L4 Medium
onal Aceident = 2 High 2 edium *® 2 Vedium
itical R v L4 High g g %
v x
v
v
v
UK Household 2
®
7

Build structure around how you develop your scenario so that it is:
a) Relevant to your business/exposures/policy wordings
b)  Can be articulated and rationalise in a transparent way to management

This is a complex problem so being able to articulate the process that derived the outcomes is key to gaining stakeholder confidence
in you and your process

September 19 10



Cyber Exposure

Cyber Exposure %
Excwded | % 'll““‘l'l“

%

%

%

%

%

Ranked LoBs

What do management need to know/understand about the silent cyber problem?
Peak exposures
Wordings usage

Potential vulnerabilities/single point of failures/industries at risk

If a LoB is perceived as being excluded be clear with management on the confidence of that exclusion.

There is a difference between single loss and systemic scenarios e.g. clauses may be more susceptible stand-

alone vs an accumulation event and visa versa. Make sure management are aware of the potential of both

Is there a scenario your business should be concerned about?

September 19
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1. Energy Grid Blackout

= Limited power distribution leads to regional
blackouts

= Large loss and accumulation: insurers face
claims in many lines of business, including large
commercial accounts, energy, homeowners, and
specialty lines

= Big Bl loss potential via many triggered policies
due to interruption of incoming electricity service
(and CBI)

Coverages:

Impact: $20Bn - $70Bn Insured Loss

2. Industrial Plant (ICS)

= Fire / explosion loss as a result of a targeted
hacking incident

= Threat of specifically targeted attacks on
industrial control systems (ICS)

= High aggregation potential: Risk of attacks
on multiple plants by targeting same ICS

= Insurers face potential sizeable claims for fire
and explosions at several major industrial
facilities

Coverages:

Impact: $500m - $1Bn

3. Machinery Breakdown

= New automated technology may lead to increased
machinery breakdown risks, resulting in large
business interruption and delayed / stopped
production lines or construction projects and
wiped out data

= This may have a significant knock-on effect on the
Supply Chain structure and cause CBI losses

Coverages:

Impact: Industry Driven (NotPetya $3.3Bn)

Real Life Examples:
= Ukraine blackout (2015)
= University of Cambridge & Lloyd’s: US

Real Life Examples:
= German Steel Mill (2014)
= UAE solar power plant (2011)

Real Life Examples:
= NotPetya / Merck (2017)
= WannaCry (2017)

= Stuxnet/Iranian nuclear power plant (2010)
= University of Cambridge: Cyber-Induced = Cookie factory Canada (2015)
Explosion in a Chemical Facility Scenario = Semiconductor Production Outage Scenario

Blackout Scenario = Delta airlines outage (2016)

September 19 13



Summary

1. PRA survey’s key findings

+ Considerable exposure to silent cyber across
traditional lines of business

*  Quantitative assessments of non-affirmative risk not
well developed.
2. Framework

*  Proposed to help actuaries assess non-affirmative
exposure cover

*  Help focus a structured process for silent scenario
generation.

3. Based on market views

*  Framework users must review from own company
perspective

* Be aware of upcoming changes to cyber wordings
(e.g. Lloyds/LMA initiatives)
4. Application of framework

* Level of use will depend on your own journey to
date

- Some firms will be advanced whilst others starting
the journey

+ May want to use to benchmark your own thinking

Silent Assessment Maturity

Framework Application

Proportional
Approach

September 19
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Questions

The views expressed in this presentation are those of invited contributors and not necessarily those of the IFOA. The IFOA do not endorse any of the views stated, nor any claims
or representations made in this [publication/presentation] and accept no responsibility or liability to any person for loss or damage suffered as a consequence of their placing
reliance upon any view, claim or representation made in this presentation.

The information and expressions of opinion contained in this publication are not intended to be a comprehensive study, nor to provide actuarial advice or advice of any nature and
should not be treated as a substitute for specific advice concerning individual situations. On no account may any part of this presentation be reproduced without the written
permission of the IFoA.
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€% MERCK

INVENTING FOFR

Loss: $790m - $1bn
v Malware led to a global disruption,
including manufacturing, research and
sales operations
v Permanent damage to 55,000 computers,
emails disabled and 70,000 employees
forbidden from using PCs
v $460m impact on sales, $330m impact on
marketing and admin expenses
v Most operations restored within 6 months

Cyber Policy: $275m total loss
Property Policy: Claiming excess of $275m

v" Reports that Merck are attempting to recover
under the PD/BI provision of their Property
Policy to cover costs in excess of their
affirmative policy.

September 19

JMondelez,

International

Loss: $180m
v Malware infected significant portion of
global sales, distribution and financial
networks
v" Permanent damage to 24,000 laptops
and 1,700 servers
v" Negative impact of 0.4% on net revenue
($104m)
v Unfulfilled orders and disruption to
shipping of snacks
v Majority of systems restored in 36 days

Cyber Policy: None

Property Policy: Claiming $100m

v Mondelez are claiming under the following
provision:
“physical loss or damage to
electronic data, programs or
software” caused by “malicious
introduction of a machine code or

instruction”

DLA PIPER

Loss: Unknown (Millions $)
v No access to emails for 4 days, court
hearings postponed
v' Every data centre and Windows server
impacted globally
v Paid 15,000 hours of OT to IT workers to
recover from incident
v Had to recreate their entire Windows
environment after attempting to salvage
old systems for two weeks

Cyber Policy: Unknown
Property Policy: N/A
Speculated

v" News articles citing some insurers are
denying the NotPetya claim with DLA
Piper on a War Exclusion
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