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Bridging the cyber insurance protection gap Cyber events are growing in frequency and cost
Dani Katz - Optalitix Buying cyber insurance cover is hard

Ryan Rubin - Cyberian Defence Where are the gaps?
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12% increase in average annual cost of cyber crime Demand for cyber cover is growing

Cyber insurance searches: Google
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Do you currently have cyber insurance? Cyber insurance by organisation size
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Buying cyber insurance cover is not easy

+ Choosing cover is hard due to lack of standard terms

+ Application forms require cyber and business expertise

« Insurers are cautious in underwriting cover despite low loss ratios
« Distribution of policies is limited to a small number of insurers

+ Small businesses lack the expertise to complete the forms

+ Large businesses have very complex systems

+ General lack of understanding of cyber risks companies face
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Main market is dominated by a small number of insurers

US Cyber insurance premiums 2018,
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Distribution needs to be
expanded

Standardisation of cyber
policy terms

Regulatory pressure

Ease of application
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Recognition of profitability

Discounts for better risk
management

Insurers should take on
more risk

Systemic risk needs to be
removed from the system

Transparency of claims

Clarity on coverage
boundaries

Cyber risk awareness

Data sharing between
insurers and the market
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Questions

The views in this [pt presentation] are those of invited contributors and not necessarily those of the IFoA. The IFoA do not endorse any of the
views stated, nor any claims or s made in this [pe p on] and accept no responsibility or liability to any person for loss or damage
suffered as a consequence of their placing reliance upon any view, claim or representation made in this [publication/presentation]

The information and expressions of opinion contained in this publication are not intended to be a comprehensive study, nor to provide actuarial advice or advice
of any nature and should not be treated as a substitute for specific advice concerning individual situations. On no account may any part of this

[p ntation] be without the written permission of the IFoA [or authors, in the case of non-IFoA research].
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