
ERM – Making it come alive through 

the use of Operational Risk Reporting 

and Modelling 

Alex Hindson 

CRO 

Amlin AG 

5 December 2014 



Colour palette for PowerPoint presentations 

Dark blue 

R17  G52  B88 

Gold 

R217  G171  B22 

Mid blue 

R64  G150  B184 

Secondary colour palette 

Primary colour palette 

Light grey 

R63  G69  B72 

Pea green 

R121  G163  B42 

Forest green 

R0 G132  B82 

Bottle green 

R17  G179  B162 

Cyan 

R0  G156  B200 

Light blue 

R124  G179  B225 

Violet 

R128  G118  B207 

Purple 

R143  G70  B147 

Fuscia 

R233  G69  B140 

Red 

R200  G30  B69 

Orange 

R238  G116  29 

Dark grey 

R63  G69  B72 

Agenda 

• Amlin’s Risk Management Framework and operational risk 

• Modelling methodology 

• Scaling methodology and data 

• Using loss event information 

5 December 2014 



Risk Management Framework 

& where operational risk fits 

5 December 2014 
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Amlin’s Risk Management Framework 

5 December 2014 
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Risk appetite in context 

5 December 2014 

• Risk Preferences and Drivers 

− A philosophical position is to achieve a balance of risk and maximise the benefit of 

Amlin’s strengths and core competencies. 

− Insurance is attractive provided good returns can be achieved in relation to the risk 

− Liquidity risk is unattractive. Failure to pay valid claims is a major reputational threat. 

− Market risk is to enhance profitability within the limitations of matching assets to liability, 

maintaining liquidity and preserving the balance sheet. 

− Operational and Credit risks are undesired consequences of operating as an 

insurance company. The cost/benefit of controls need to be considered. 

• Risk Appetites 

− A high-level statement of level of risk that Amlin is able and willing to accept. 

− An strategic articulation of what risks Amlin is prepared to take to deliver its appetite 

and which risks or level of risk it is unwilling to take in order to protect its balance sheet. 

• Risk Tolerances 

− Specific levels of risk that Amlin is prepared to bear. 

− Reported to Boards and Risk Committees within ORSA. 

− Quantified and performance is tracked to ensure business operates within these 

boundaries. 

• Risk Limits 

− Transactional level business controls. 
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How does risk assessment fit into the ‘bigger picture’ 

of capital management and business planning? 

5 December 2014 

Risk 
Assessments 

ORSA 
Reporting 

Operational 
risk 

modelling 

Internal 
Model Capital 

Business 
Planning 

Ref Risk Event

Gross 

Ext.

(£M)

Gross 

Mod. 

(£M)

Net Mod. 

(£M)

Net 

Tolerance

(£M) Risk Trend

Cause for 

Reporting Design Rating

Control Impl. 

Rating

Overall 

Rating Control Trend RAM Opinion

15
Actual return on pension scheme 

assets lower than expected
25.0 5.0 5.0 15.0 C 1 - Weak 3 - Strong 2 - Weak

Key Mitigation Strategies Agreed Action

This level of risk has 

been accepted by 

management

Capital Buffers

Trustee Relationship

Career development

Trustee Relationship

Contractual terms 

reviews ongoing (AUK. 

AB)

Reward strategies are 

being aligned in 

Belgium and 

Netherlands and made 

consistent with Group 

standards (ACI).

2 - Medium 3 - Medium

This level of risk has 

been accepted by 

management

Retention Plans

Reward Strategies

Contractual Terms

Employer Brand Strategy

Compliance Plan

Succession Planning

Gifts and Corporate Hospitality 

Procedure

Group Anti-Money Laundering and 

Proceeds of Crime Policy

Regulatory Compliance Monitoring

Segregation of duties between 

UW, Claims and Technical 

Accounting. Authority limits per 

Whistle blowing

Third Party Payment Procedures

Training & Awareness

100.0 6.0 6.0

Policy to be drafted 

and rolled out. Fraud 

protocol 

implementation. 

Specific monitoring 

added local entities 

plans. Training to be 

rolled out. Additional 

resources being 

recruited. Third party 

payment procedures to 

be reviewed. All 

entities have 

consistent action 

points agreed with 

Group Compliance.

Risk is beyond new 

lower tolerance. 

Coordinated actions 

have been agreed to 

address this risk 

exposure over time.

This risk is 'at 

tolerance'. It is 

reported because 

exposure exceeds 

£30m gross/ £5m net. 

Certain divisions show 

this risk above 

tolerance with an 

upward trend.

18

Breach of financial crime legislation 

by Amlin Companies – including 

fraud,  bribery and corruption.

a A / B 2 - Medium 2 - Medium 3 - Medium

2 - Medium17 Loss of key personnel 150.0 35.0 5.0 5.0 A

This risk is 'at 

tolerance'. It is 

reported because 

exposure exceeds 

£30m gross/ £5m net.

2 - Medium 2 - Medium 3 - Medium16

Present value of defined benefit 

obligations are greater than 

actuarial estimates

55.0 30.0 15.0 15.0 A

Entity Syndicate Amlin AG ACI Amlin Plc

Mean 2,360 589 867 3,816

Median 0 0 0 402

1 in 5 1,729 232 168 3,989

1 in 10 5,146 1,000 1,233 9,099

1 in 25 13,149 3,200 4,940 21,540

1 in 50 25,409 6,408 9,224 38,206

1 in 100 44,328 13,562 16,784 54,818

1 in 150 55,096 18,298 29,277 63,462

1 in 200 61,846 21,352 36,492 71,677

1 in 250 69,075 23,094 40,665 79,232

Maximum 416,625 192,123 536,526 627,465

Entity Syndicate Amlin AG ACI Amlin Plc

Mean 10,713 1,028 2,914 14,654

Median 2,279 0 172 5,107

1 in 5 12,081 590 2,666 18,800

1 in 10 25,636 1,925 6,696 37,354

1 in 25 61,759 5,903 16,446 72,401

1 in 50 99,071 13,762 36,217 107,921

1 in 100 135,608 22,071 49,161 145,179

1 in 150 156,719 25,604 55,551 167,940

1 in 200 173,903 27,943 60,062 182,632

1 in 250 184,349 29,901 63,569 193,701

Maximum 631,691 304,698 587,602 637,837

Combined Total Net Operational Risk Losses

Combined Total Gross Operational Risk Losses
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Modelling methodology 

5 December 2014 
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Business Case and philosophical position 

5 December 2014 

• There is no ‘upside’ for insurers in having to hold capital against 

operational risks, hence there is value in controlling any increase 

in regulatory capital charges for operational risk capital. 

 

• Integrating operational risk fully into Internal Model gains 

diversification benefits. 

 

• Modelling can help justify return on investment for risk mitigation 

actions. 

 

• Enhances perceptions of an organisation and its risk management 

by credit rating agencies. Influences ERM and credit ratings. 
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History of model development 

5 December 2014 

• Amlin has been developing an Internal Model since 2001 (pre-ICA) 

• Operational risk modelling has been significantly enhanced since 2010 

• Drivers were: 

− Making a stronger link between capital management and risk management 

− Incentivising risk improvements and ‘loading’ for poor control environment 

− Creation of a robust SCR capital calculation for Operational Risk 

− Substantiating modelled diversification benefit 

− Solvency II compliance 

Year 2010 2011 2012 2013 2014 

Key 

development 

Basic Excel-

based model  

Establish 

conceptual 

logic 

Management 

engagement 

and challenge 

of outcomes 

Moving from 

‘prototype’ to 

‘production’ 

system 

Release risk 

function from 

ownership, to 

allow validation 

Increase 

visibility and 

ownership of 

inputs / expert 

judgement 

Enablers Palisade 

software 

Joining ORIC 

ORSA review 

and challenge 

Moving 

stochastic 

simulation 

into Igloo 

Validation 

Igloo enterprise 

upgrade 

ORIC scaling 

project 

Validation 

Igloo web 

interfaces 

Alternative 

curve selection 

to LogNormal 
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Operational risk methodology overview 

5 December 2014 
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Data sources and curve fitting 

5 December 2014 

Internal / External Losses Scenario Analysis 

Most Likely 

Outcome 

1 in 10 yr event 

1 in 50 yr event 
Minimum Outcome Maximum Outcome 

Available external data 

Amlin Distribution 
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Embedding the capture of expert judgements 

5 December 2014 

• Making expert judgement more visible and challengeable 

− Example – correlation grids and rationale for linkages 
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5 December 2014 

Embedding the capture of expert judgements 
• Making expert judgement more visible and challengeable 

− Risks added or removed from model 

− Confirming risk register and model alignment 
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Validation process 

5 December 2014 

• Using Validation process to drive model improvement and use 

• Positive inputs from: 

− Back-testing – do loss events appear in line with model outputs? 

− Data quality review and sign-off 

− Sensitivity analysis – is the model responding intuitively? 

− Management review and challenge of model results - extremely 

valuable process 

− Stress testing using operational risk scenarios 

− Methodology – adoption of scaling tools and improvements in curve 

fitting 

 Year of 
Event 

Number of 
Events 

Total Value of 
losses (GBPk) 

Maximum Value 
of single loss 

(GBPk) 

Average value of 
loss (GBPk) 

2011 34 2,334 0,600 680 

2012 58 6,682 4,930 110 

2013 39 10,531 10,000 270 

2014 5 0 0 0 

Average 
(excluding 
2014) 

44 6,515 10,000 353 

 

Results for  Mean exposure (GBPk) Median exposure (GBPk) 
 

Q1 2013 12,361 
7,080 

5,929 
1,584 

Q1 2014 13,826 
7,964 

6,066 
2,530 

 



Use of scaled data 

5 December 2014 



Colour palette for PowerPoint presentations 

Dark blue 

R17  G52  B88 

Gold 

R217  G171  B22 

Mid blue 

R64  G150  B184 

Secondary colour palette 

Primary colour palette 

Light grey 

R63  G69  B72 

Pea green 

R121  G163  B42 

Forest green 

R0 G132  B82 

Bottle green 

R17  G179  B162 

Cyan 

R0  G156  B200 

Light blue 

R124  G179  B225 

Violet 

R128  G118  B207 

Purple 

R143  G70  B147 

Fuscia 

R233  G69  B140 

Red 

R200  G30  B69 

Orange 

R238  G116  29 

Dark grey 

R63  G69  B72 

Scaled data project 

5 December 2014 

• ORIC was asked by its members to create a scaled data 

capability to support benchmarking and modelling. 

• The aim was to produce a practical tool for members whilst 

establishing a robust and defendable methodological basis, 

which could be subject to independent scrutiny and 

validation. 

• This had also to be balanced with protecting member’s data 

anonymity. 

 

• The tool was delivered in mid-2014. 

• The process has been subject to independent validation by 

an external consultancy. 
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Scaling methodology 

5 December 2014 

• ‘Expected Shortfall methodology’ – conditional VAR* approach 

• Uses the log of the losses to decrease the range while still keeping 

the proportionality of the data (& mathematical reasons)  

• Considers average log loss above specified percentile (from 0 to 

100) 

•  increasing the percentile X will move the probability more 

towards the tail events 
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Scaling range selection 

5 December 2014 

• Looking at the relationship between the generated scaling factors 

across all percentiles (non-life): 

 

 

 

 

 

 

 

 

 

• Most stable relationship (with sufficient variation) is found towards 

the tail. 
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Uses of scaled external loss data 

5 December 2014 

• External loss databases have only been around for the last 10-15 

years and hence scaling methodologies are still in the initial stages 

of development. 

• Because of this, the current industry effort is on a combination of 

loss data and other factors such as scenario analysis and BEICFs, 

rather than pure statistical modelling. 

• Modelling focus is on tail distribution, as it is a key driver of the 

capital figure. 

• Current uses for scaled data in the industry include: 

− Direct input into capital models, in combination with internal 

data; 

− Benchmarking for scenario analysis; 

− Informing tail-shape for LDA or scenario-based models 

(indirect input). 

 



Colour palette for PowerPoint presentations 

Dark blue 

R17  G52  B88 

Gold 

R217  G171  B22 

Mid blue 

R64  G150  B184 

Secondary colour palette 

Primary colour palette 

Light grey 

R63  G69  B72 

Pea green 

R121  G163  B42 

Forest green 

R0 G132  B82 

Bottle green 

R17  G179  B162 

Cyan 

R0  G156  B200 

Light blue 

R124  G179  B225 

Violet 

R128  G118  B207 

Purple 

R143  G70  B147 

Fuscia 

R233  G69  B140 

Red 

R200  G30  B69 

Orange 

R238  G116  29 

Dark grey 

R63  G69  B72 

Scaled Outputs: what does it look like? 

5 December 2014 



Encouraging loss event data 

capture and use 

5 December 2014 



Colour palette for PowerPoint presentations 

Dark blue 

R17  G52  B88 

Gold 

R217  G171  B22 

Mid blue 

R64  G150  B184 

Secondary colour palette 

Primary colour palette 

Light grey 

R63  G69  B72 

Pea green 

R121  G163  B42 

Forest green 

R0 G132  B82 

Bottle green 

R17  G179  B162 

Cyan 

R0  G156  B200 

Light blue 

R124  G179  B225 

Violet 

R128  G118  B207 

Purple 

R143  G70  B147 

Fuscia 

R233  G69  B140 

Red 

R200  G30  B69 

Orange 

R238  G116  29 

Dark grey 

R63  G69  B72 

5 December 2014 

Making it simple and embedded - training 

1. Where do I find the template? 
 

2. What should be reported… 

• Thresholds versus sharing 
 

3. To Whom? 

• Note legal / compliance 

aspect before reporting!! 
 

4. Why? 

• Avoid repeat 

• Root cause for key events 
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Looking for trends and step-changes 

5 December 2014 
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Actively sharing ‘lessons learnt’ between 

divisions 

5 December 2014 

Amlin Risk Event 517 (Internal Event) 

Reporting date: 15 January 2014 

Event Title: Cover-holder breaches binding authority 
 Description:  

• A cover-holder has an underwriting guide which clearly shows all the risk they can and cannot write, including risk that had previously been 
referred for special terms. For this particular cover-holder within the guide there was a paragraph on risks associated with writing business for 
flood reference postcodes.  

• At renewals the cover-holder wrote business within flood zones area without referencing to the documented underwriting guide issued to them 
or to the assigned terms. 

• This led to the cover-holder setting up an insurance cover for a property which was IN a flood zone postcode, and when it was affected by the 
floods, and a claim was made by the client – it was only then this risk which previously had special terms imposed became apparent.  

• Legal contacted the underwriter to discuss this matter. It was then understood that the cover-holder had breached their authority and not read 
through their guidelines.  

 

  Consequence:  

• Actual, current loss of £15,000 

• A flood occurred at the risk address causing damage estimated at £460,000. Following review by legal and subsequent challenge of 
underwriters it has been established that had the risk been correctly referred it would have been written but with an increased flood excess of 
£15,000. A contribution of £15,000 is being sought from the cover-holder. 

 Contributing factors: 

• The root cause of this issue is the cover-holder did not read through the guidelines submitted to them and making note            of 
the requirements/terms. This shows lack of accountability held from the cover-holder. 

 Identified or Proposed actions: 

• ACTIONS ALREADY ON ARM but IN PROGRESS: team who will be caring out a file review at the cover-holders office.                     
Underwriter will be contacting the cover-holder to discuss this issue further. 

• They will visit the cover-holder for a file review to see if there are other similar issues to this and to give comfort this was              
an isolated case. This is expected to be done by April/May 2014.  
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Cost-Benefit Analysis 
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• For operational risk every risk 

mitigation investment involves a 

cost-benefit decision. 

• This comes down to ‘Risk 

Appetite’. 

• Does the reduction of ‘risk level’ 

justify the resource investment? 

• But how do you measure the ‘risk 

level’? 
− Annualised Cost of Risk (ACOR) 

− Net Present Value (NPV) 

− Risk-adjusted Rate of Return 

− Using a capital model 

• Post implementation of mitigation 

strategy, how do you prove that 

the ‘risk level’ as been reduced? 

 

(from ANS/NZ 4360 Standard (2004) Risk 

Management) 



Colour palette for PowerPoint presentations 

Dark blue 

R17  G52  B88 

Gold 

R217  G171  B22 

Mid blue 

R64  G150  B184 

Secondary colour palette 

Primary colour palette 

Light grey 

R63  G69  B72 

Pea green 

R121  G163  B42 

Forest green 

R0 G132  B82 

Bottle green 

R17  G179  B162 

Cyan 

R0  G156  B200 

Light blue 

R124  G179  B225 

Violet 

R128  G118  B207 

Purple 

R143  G70  B147 

Fuscia 

R233  G69  B140 

Red 

R200  G30  B69 

Orange 

R238  G116  29 

Dark grey 

R63  G69  B72 

28 

Expressions of individual views by members of the Institute and Faculty 

of Actuaries and its staff are encouraged. 

The views expressed in this presentation are those of the presenter. 

Questions? Comments 
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