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Moving the Risk Function into the future

* The Market /Regulatory Environment
 Clarity of roles v the business
* Integrated Assurance

* Improving Risk Efficiency
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Market environment

Market challenges What risk functions are doi

Low interest rate environment Improving risk efficiency

Continued Eurozone volatility Leveraging the ORSA

Intrusive proactive regulatory Focussing on regulatory

focus relationships

Driving operational efficiency Streamlining operations

Developing focus on conduct Adapting to maturity
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What is the Regulatory focus?

BANK OF ENGLAND
PRUDENTIAL REGULATION
AUTHORITY

Regulator FCA PRA

Viability, sustainability, and the

Objectives Good customer outcomes o
management of model vulnerabilities

Thematic reviews and Business Model Thematic reviews and Business Model

s and Strategy Analysis Analysis

Both regulators view business model analysis as a critical part of their regulatory regimes.

PRA/FCA governance areas of focus

Clear delegation of authority and articulation
of committee responsibilities

Oversight of Risk, Compliance, Internal Audit,
Actuarial functions

Evidence of good culture and behaviour e.g.
‘tone from the top’

PRUDENTIAL REGULATION
AUTHORITY
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Challenge MI and reporting (including ORSA
report), escalation of issues from committees
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The developing accountabilities
of the CRO

Oversight and challenge of
firm wide risk management,
systems and controls

Challenging the business
strategy

Oversight and validation of Monitor and reporting on risk

external risk reporting appetite versus risk profile

Think the unthinkable
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Corporate governance

» Corporate Governance has evolved over time and more
recently has come under closer scrutiny from Supervisors

and external stakeholders

The
Parliamentary Sharman
Commission Report
on Banking November
Standards 2013
June 2013

FSA SYSC 21.1

2011

Risk control:
Principles of guidance on
Corporate governance

Governance arrangements
OECD

1998 and
Cadbury |f 2004
1992 ,
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What are we seeing elsewhere?

* Risk management at a multinational Mining Group

Strategic (Long term) Financial

Growth Strategy « Corporate projects
Intellectual capital « Credit default/market risks
R&D * Interest rates, currency
Industry changes fluctuation

Reputation * Liquidity

Operational Hazard (Issue specific)
Core processes ¢ Business continuity
Enabling functions * Insurance
Information systems ¢ Compliance
People ¢ Legal risks
Supply chain ¢ General liability
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The Risk Function into the future

The Market/Regulatory Environment

Clarity of roles v the business

Integrated Assurance

Improving Risk Efficiency

Institute
and Faculty
of Actuaries

04 November 2013 8




Guiding Principles for the Risk Operating
Model

Potential Guiding
Principle Example Outcomes

[

Protects participants | m Employees at all levels act in a ‘risk responsible’ manner,
and sustains mission | w Board and executive management team foster a company-wide risk culture.

N

Enables strategic = Risk appetite is aligned with strategy and offers clear guidance for
objectives determining strategic trade-offs.

3| Preserves and = Rigorous application of risk management and financial prudence
optimises capital

IS

Provides competitive | m Best-in-class risk analytics system and tools

advantage and = Informed risk taking is integrated into corporate processes and day to day

drives business business decision making enabling better outcomes.
results
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Guiding Principles for the Risk Operating
Model (cont.)

Potential Guiding
Principle Example Outcomes

Is adaptable = Risk management practices evolve to meet company’s changing needs

(&)

()

Is both effective | m Consistent corporate-wide approach to reporting and managing risk that
and efficient includes:

— Common risk and control taxonomy and policies
— Efficient use of resources and skills to meet businesses needs.
— Streamlined risk reporting.

~

Is forward- = Forward-thinking risk team provides expertise, advice and direction on risk
looking management to senior business leaders.

= Emerging risks identified and multiple management scenarios are considered
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Create Note: version 2

Defining the Target Operating Model for an
effective Risk Management organisation

Board (Governance, Risk Appetit Key Metrics)

Business Operations Fin Risk Function

> A
o - N s o N Creating and maintaining the
=l Business Strategic Production  Reporting Capital Financial Risk Management Framework
5| Operations Decisions « Transaction and Analysis Management Risk
o + Business « Product Pricing process * Reporting « Capital Management : « Risk Appetite, Risk Strategy,
Iy Continuity and Design « Data and * Analytics Sourcing * Insurance Risk Preferences
2 « TCF « Transactions Models + Business « Capital « Credit « Risk Measurement and
o « Ulwriting « Asset allocation Partners Optimi- * Market Management
g_ + Claims * Major sation « Risk Reporting and Monitoring
® - Compliance Programmes « Liquidity « Risk Policies and Standards
%_ etc. « Internal Control Framework
o
o)
o
s N N N
I- Annual cycle/ORSA
I- Metrics/data Flows
U Control/self certification
] X
A
Day to day q q [\ N
management Ra'izrliwsng Key part of risk E%sygm Institute
of and reporting on | | 2 depcisions management @&ﬁ% and Faculty
operational risk 4 of Actuaries
[
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Risk Target Operating Model

Setting the vision — Risk

Risk Risks) Group or local Is used
Appetite, SRpetite Lack of clarity Clearly defined risk appetite I_megra(ed_ inio for enabling RISK app_eme
) not (fully) ° ; ° ) Risk reporting at ! used in
Strategy. P Tated and inconsistent  and consistent reporting EeeEEl the achievement e
Risk across Group; across Group; exists; BUs P . of the q
and not g e Board level; S making
consistent 9 plan.
- ° o—eo .
3 ]
g £
Risk function Risks are . )
= " q M q RM fn and BUs Effective use of a &
&
= RM function R'Sk funcpon s se;lmg t?e are starting ;nanagelcll d fully embedded e RM | &
I3l Organisation not aligned is operating  standards for to align but do and controlle RM function led effectively =
2 SOy separately risk management throughout the embedded in o
) al structure; to the i in BUS but not understand A - by a CRO i =
= business § each other 9 working with risk T <
= business no mutual o I through TS organisation S
understanding Y a 3LoD model

Risk pol

and standards

Risk measurement
and management

Key: ®Current ® End 2013 @ Current best practice

Risk Reporting
and monitoring

Data, ems
and models

Perfo

rmanci

Management

4
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Risk Target Operating Model
Setting the vision

Appetite, Risks appetite not reporing i Groupard
Strategy, Risk (fully) articulated en et ol ot
Preferences and not consistent Group

Risk appetite used
in decision-
e e making

achievament  he s

Erectve useof afuty
bedded RM funcian (iste. |81
iy 8 R0

Organisational [l KM fUnction not RSN Dbt as Gk comme S ad
e L aligned to the IR R ettt b Aok~ G Sl LG embedded in the
business erven wet gt o rganisation
e ana e

: R A dotinc skpoley
Inconsistent and e / Cloar escalington sandarisand  fmmewon addesons
s i iRl Deined Risk

nd documiedand ok el SRt el Policy framework
. policies o] e o
H Lack ot i Me.>w ot e <
g measurement [{NGUSIGRENED o f s ooy e s outputs infiuence 3
5 TR | P et Tl iRl G ine B
H e &
g 3
= Integrated -
mancoted AT LT s approach ecross
ercise categories e a planning, risk and
financ
Bespokedisparate @ -
e B e el il Inteoraid sroun =
Risk and Capitdl data disparate systems. e model B cortre ‘confolled EUC. Limited EUC's. Fesitleto widerisk systems
architecture Saares . it i s G s
o Rnctona gy s POVINRUIPIN  siong risk
e
consultans/contractors; dlenge” B culturewithin
accountaniiities o che e
e aor e |+ T e W i o

Key ® current ® Enazois ® Gurrent best practice.

4
’x s;gx\ Institute
Zi\ | and Faculty
I\ﬁ i of Actuaries

04 November 2013

Risk Target Operating Model
Setting the vision (cont.)

Example

« Minimal risk awareness * Most components formalised though of limited use « Risk management fully embedded

« Extremely informal

« Inadequate in some aspects,
possibly ineffective

« Probably non-compliant

« Basic tools employed but add
limited value

« Informal risk assessment
methodologies

« Risk function and risk
management in the business not
aligned.

in day to day decision making

« High level elements are well integrated, though
integration of tools is limited

« Control environment risk based challenge

« Consistent risk language and ranking

« Risk taking and control functions truly
independent..

Fire fighting

Stability

« All components fully integrated, responsive
and agile.

« Risk outputs applied in decision making
throughout the business lifecycle

Lean and
mean

The well oiled
machine

04 November 2013
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Organisational design
An ‘architect’ role in driving

effectiveness

Capability
Development ics

Information and

Functional Control

and Authority

Roles and
Responsibilities

risk management

Communication
and Messages

formance
nagement and
ard

Leadership and
Direction

PGT Note:
Ideally

should be
split so text
can be read?

Strong processes
and controls

- Tailored + Defined ways of |+ Functional + Clearly defined
Competency working between |  independence. individuals roles
frameworks the Risk Function, within the three
(technicalibusines | the finance Delegated and Lines of defence.
s skills). function and the transparent

neton authorities. + Clearly defined
+ Practical and Community. « Clearly defined Dol

tailored training
for the business | + Risk providing

framework.

accountabilty and
responsibilty for

community - policies in compliance

technical and business management in

behavioural language to the individual roles.
business.

« Ensure baseline

« A communication

* Monitor, measure

« Risk management

requirements are | + Process for

metaccordingto |  continuous
the FSA interaction:
requirements for | monitoring,
approved feedback and
persons. review.

« Rotation of staff
between risk and
the business

strategy that and incentivise is clearly
embeds through the articulated in the
ownership performance strategy, vision,
through ongoing. | management mission and
awareness of system. values.
recent .
Govelopments and | * Clear line of sight | = Develop Leaders
between strategic | to display ‘Good
adoption a objectives and Risk Leadership’
common . J P
individual
language.
performance
+ Clear and objectives.
consistent

+ Penalties for poor

messaging in a
performance are

language that is

understandable seen o be
for the business significantly
impactful.

- Clear instructions
and guidelines on
key risk
management
processes,
parameters and
procedures.

« Clear reporting

Two way
feedback lines
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Risk and Actuarial: FLAOR / ORSA Example

Risk
a) Monitoring the general risk
profile

Maintaining an undertaking-
wide view on monitoring of the
undertaking as a whole

Detailed reporting on risk
exposures and advising on risk
management matters

Identifying and assessing
emerging risks

Qualitative

Actuarial

a) Coordinate the calculation of
technical provisions

b) Ensure the appropriateness of
the methodologies and
underlying models

Assess the sufficiency and
quality of the data
Express an opinion on the
overall underwriting policy
Express an opinion on the
adequacy of reinsurance
arrangements

Quantitative
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The Risk Function into the future

The Market /Regulatory Environment

Clarity of roles v the business

Integrated Assurance

« Improving Risk Efficiency
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@, ‘ﬂ% and Faculty

of Actuaries

Integrated assurance

Development framework

In most cases the plan will be developed from a clear understanding of :
« the company’s strategic objectives,
the business model (including key business processes) for delivering those objectives and

« the risks associated with these.

Business model Assurance map

Strategic "as Is” analysls’
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Integrated assurance map
Example

S(ra(eglc Frocesleun
0b|ec(|ve tio Risk (s)
e _

- Makr contibuton to sssurance - Modersis contbutan to assurance - Minor contbuton to sssurenca - I
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Integrated assurance - Lessons Learned

* One size does not fit all

» Evaluating and rationalising risk framework requirements

« Standardising local operational implementation

» Assurance plans driven by specific control environment as well as key risks
» Central function planning and co-ordination of assurance activity

» Setting the internal control environment and key control expectations
centrally

» Embedding risk and assurance teams throughout the business

* Keep it simple

Institute
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The Risk Function into the future

e The Market /Regulatory Environment
 Clarity of roles v the business

Integrated Assurance

* Improving Risk Efficiency
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Improving Risk Efficiency
How to add value

Cost savings from
OR mitigation
Revenue
enhancements from OR

insights

Red_uced c_ost of Additional earnings from funds as a result of reduced capital

risk capital requirements, as well as reducing the cost of risk capital
I

Cost of risk
(operation)

Effective OR mitigation should result in reduced expected loss | Risk adjusted

return on capital
(RAROC)

Efficient data management and analytics on OR should provide
additional risk insights to further optimise business operation (
Market Consistent
Embedded value

(MCEV)

IFRS Profit

Fixed and variable cost for improving ORM and process |

“Life examples

Looking forward we see a continuing move from compliance to value add.

Institute
and Faculty
of Actuaries

04/11/2013

11



Improving Risk Efficiency

How to add value
The risk value equation would need to be assessed and considered in its totality

Risk Value Equation

Cost savings Revenue Reduced Cost of risk 0 ntribution to
from risk enhancements | cost of risk (operation) RAR Vor IFRS
mitigation from risk capital profit

insights

o Operating ORM TOM and appetite framework
Model are aligned to the business plan

9 ORM Further integrate the ORM

processes component processes with its
capital assessment processes +

9 Reporting Fit for purpose OR MI to allow
Mechanism  effective and improved analysis.

Cost Benefit Analysis to help establish benefits versus cost over a certain timeframe

o=
m‘%s;gm
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Contact

Nick Dexter
Director
KPMG Risk Consulting

Phone: +44 (0) 207 311 5443
Fax: +44 (0) 207 694 2340
Mobile: 07710 579220

E-Mail: nick.dexter@kpmg.co.uk
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Agenda

. Risk — an external perspective

Risk Culture

Prudential UK Risk Management Model
Prudential UK Risk Structure
Regulatory Change and impact
Current Risk focus

Conduct Risk

Summary

© © N o a0 b~ W D PRE

Questions and comments Institute
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Risk — an external perspective

The developing role of the Risk

Function (under Solvency 2)
1 April 2011

Sajib Azad

Senkor Risk/ Technical Specislist
Pruduntisl Rk Diviuon

2=
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Risk Culture

Many descriptions...try these:
“In a risk business, risk is everyone’s business”

and/or

“Risk considerations prevail when no-one’s looking”

Embedding risk management and creating a risk
culture

Name: Alex Hindson, Chairman
The Institute of Risk Management

Date: 13 October 2011
Event: IRM Solvency |l special interest group meeting

Institute
\ | and Faculty
20 | of Actuaries
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Risk Culture —what good looks like

« Strong executive tone from the top via high quality dialogue supporting risk management and
its resourcing

« Visible support from the top to formal development of risk capabilities and tools

» Risk appetite and risk capacity are key components of strategy development and business
planning

* Openness and active ownership by 1st line of risk management, 2nd line have unfettered
access to all parts of the business and are invited into business areas’ strategic and
management discussions at an early stage

« Risk management practices are streamlined to be both commercially oriented and designed to
meet regulatory expectations, thereby seen to be offering competitive advantage

» Risk appetite, measures and limits are consistent, cascaded, well understood and respected
across the firm

» Risk management high on business agenda at all levels, open and documented approach to
lessons learned

* Responsibilities for different aspects of risk management are clearly and consistently
understood between the lines of defence at all levels in the organisation as relevant to the
roles people play

« Strong two way risk communication and open constructive challenge exists across the lines of
defence. Acceptable to agree to differ

» Risk based escalations clearly understood at all levels across the firm, operate freely with
multiple routes, when appropriate, in a timely and orderly fashion

» Risk performance and development are key parts of staff appraisals and overall performance

management — risk underperformance is not accepted
Institute
and Faculty
of Actuaries
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Risk Management Model

1" Line of Defence 2nd Line of Defence 3rd Line of Defence

Business Operations

risk management risk oversight risk audit

» Prudential UK operates the 3 Lines of Defence Model
 This places risk management responsibility firmly within the business

@che 2" Line function, guiding, challenging, oversee@

assuring the operatiormrof thebusiess

Institute
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UK Financial Regulation Post FSA

9

FSA
/ \
Hoh __

BANK OF ENGLAND
| PRUDENTIAL REGULATION
7 AUTHORITY

Consumer interests rule, subject to minimum solvency levels

Institute
and Faculty
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Board / Committee Governance

A% Lima o Devoarce 1 204 Ly cof Diafrecsr l 3 | ey oo Doy
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Risk Framework

Ownership oversight
provided by

Set he risk svatgy, sk - ! —
management pces and

e o Risk Framework Board

anagement actviies hat maintained by

nderg bt RO,

S L J L

20 Line of Defence- Model Governance policies
risk
management policies that set
standards, governance and
‘appetite limits that apply to

| Risk Management policies |

Modsveidsion Credit Risk Policy

Insurance Risk
P

| ORSA Policy |

Model Change
Policy

he way we manage the olicy olicy

Inernl Capil Modeland

Indvicua sk classes -

Covers Group Risk ",“‘f;:;‘f"l'g‘:ﬁ‘[‘; | Data quality | Market Risk Liquidity Risk || Operational Risk |1 | o0,
Frameuork and Poly Polic i i ;

requrements and he Polic id gaolc) facllcy gaolc) CRO

‘embodiment of isk in the.
business.

Conduct Risk

Stress Testing
i Policy

Policy

VIMO - 30U3430 JO 3UM €

00 L LIl

Systems and Controls (SYSC) Policies

1t Line of Defence:- Line
management internal control Control

1 u—,
policies, standards, Function
procedures, governance and owners
‘operating limits that manage (Approved
Core processes and isks persons) vith

across the Business
‘Operating Model, apportioned
accountability

N
B a
53
EES
8
28
23
o2
28
LR
&xn

Procedure manuals, operating limits, control activities, training and communication, monitoring and reporting
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Prudential UK Risk Structure

CRO
Marcia Cantor-Grable

| Personal Assistant | ‘ Risk Business Manager ‘

l | |

With-Profit Regulatory and Financial and Financial Crime Enterprise Risk Various Branch Risk Managers
Actuary Conduct Risk Operational Prevention and Regulatory
Risk Liaison
Institute
and Faculty
of Actuaries
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Impact of Regulatory Change

» Changes precipitated by split of FSA into prudential (PRA) and
conduct (FCA) regulators:

« Focus on end-to-end business model analysis and drivers, which
drive customer outcomes

» Business model key areas:
 Financial: performance targets

 Strategy: markets, propositions, products, target customers, distribution
channels

Infrastructure: business processes, technology platforms, organisation
structures, governance

Behavioural: people and culture, measures and incentives

Institute
and Faculty
of Actuaries
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Impact of Regulatory Change

* Major extension to responsibilities of the Compliance Function
under Solvency I
« Includes advising the Board on compliance with the laws, regulations
and administrative provisions adopted pursuant to the Directive e.g.
* Prudential aspects
* Internal Model

« Governance: Oversight, Validation, Data Quality, Model Change, Materiality and
Proportionality, Expert Judgement

» Conduct aspects

» Volume of other regulatory change (including tPR, HMRC, ICO
etc.)
Institute

and Faculty
of Actuaries
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Current Risk focus

* Increased Risk involvement in Strategy and Business Planning
« Further development of Risk Appetite — Conduct and Prudential
» Conduct Risk development

« Embedding Sll into BAU

« Model Validation further improving linkage between Actuarial and Risk
Function

* ORSA evolution

« Demonstrating Risk Culture

« Governance further development
e Support to NEDs

¢ Preparation for GS-II

« Regulatory relationships Iannsgt;;iu\ty

of Actuaries

Conduct Risk

* Conduct Risk

* Arising from the approach taken by firms in their relationship with
customers

* Conduct Risk Appetite

» The quantity that a firm is willing to tolerate in the execution of its
conduct risk strategy

* Conduct Risk Strategy
» A plan of action across the organisation to manage conduct risk
* Including identification, prioritisation, assessment and control
Institute

and Faculty
of Actuaries
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Conduct Risk drivers
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Source: FCA Financlal Risk Outiook 2013

How Does Conduct Risk Differ From TCF?

FCA Performance Measures

Orange boxes indicate where Conduct Risk scope is broader than TCF

P - -

Performance indicators
and measures

* Suitability and fairness of

Measuring our performance

" Bullding trust and value
- Cenfidence in financial
services, firms, products and

Value for money
Costs and charges relative ta
value of rvices

 Marketcleanliness
|+ Active and credible

Improving consumer experience

“Low financial erime
- C for example:

Better service provision
causes of problems

+ Financial Action Task Force

~ Anecdotal: analysis
of qualitative research

- Charging proportionate to
casts incurred

+ Praducts and services aligned
to consumer needs

Effective remedy handling

- Consumer detriment within
risk tolerance

» Appropriate redress for
constmers

Notable points:

+ Firms have reward systems
that focus on consumers

" Competition improves market
= How to measure a’-;lr

+ Credit Industry Fraud
Avoidance System

| Attractiveness of market
 Anecdotal: seniar,

on
averall

* How to measure i
in supply side as driver of
demand

7z

- Openness and clarity about
prices, what the product and
service will and will not da,
and how you are covered

-Value for money considerations are new and as yet not well- defined, though competition and profitability are
likely important factors. Firms and products which generate “outlier” high margins will be a focus of attention
-Customer service is within the scope of Conduct Risk whereas it has not been considered a fairness issue per
se under TCF

+ Continuity of service

.~
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Saurce: Joumey to the FCA published October 2012
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Conduct Risk - Business Model Analysis

*Conduct risk assessment focus on 4 key areas:
Financial, Strategy, Infrastructure, Behavioural

*Across the end to end business and operating model, this is likely to focus on the following areas:

Financial
Financial performance 9(,@/ Product Developmer
> targets %&& Process

N K3
Markets %, Proposition Development
Propositions Pi S
and brands

Clients Product Review

8 Strategy 5 Distribution channels Process
2 e
2 | %, » Marketing Compliance
O | Core business — Literature Review
b Infrastructure i processes
Operational infrastructure Unfair Contract Terms
' and technology Review
i Organisational structure
o and governance Root Cause Analysis
0%’ — Escalations & Complaints
i People and culture
Management [ I—— Findings from Compliance
Behavioural information and : " Monitoring R s on GWIA
KPI dashboard PEETEES
>
Institute
and Faculty
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Conduct Risk Lens on the Risk Universe

The business model should be
underpinned by activities that
reflect strong conduct risk
awareness and management

Risks arishg from the approach taken by fins
In thelr relatianship wth customers

Conduct Risk

Appropriets slementa of sach risk v
category used 1 assesa and e
monkor conduct rik perfomenca
’
’ -~
. ~ -~

Operational Risk Sraltacand

Business
Environment Risk

Financial crime — Securky of customer assets
Paople — cultue, reward, capsbllfty
(approved persons)

Customers recelve
whhdrawels refiect product  payments when they
Isratre and customer are dus

Investment retum v cherges are consisient
with customer expecatians from the praduct

Charges, retums and

Investments. reflect the strategy and appetits
of tha firn and the
sk profile of customers

expectations

Financial risks
Non-financial risks

Regulatory compllance ~ Authortsztion,
reporting, Gavemance

Selling ~ Customer take—on, Information and
disclosurs, Sultabiity

Post sales ~ servicing, customer comms,
compigints, breach

resolution.

Busiess Contiuly — continutty of service
3" party management = risks mep to the
customer needs (above) being outsourced

The interesis of cusiomers
ar at the heart of our
sirategy.

Conduct response to
reguiatory changs and market
and compeltor pressures
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Summary

— Risk Function evolving to meet changing stakeholder demands
— Regulation is the current biggest driver
— Strong Risk Culture and Governance even more critical
— Solvency Il — Pillar 2 into BAU
— Conduct Risk — “the new kid on the block”...and Risk hot topic
— FCA expanding TCF to an all — encompassing level
® Behavioural Economics
® Customer vs. Firm perspectives
® Business Model and Risk Framework implications
® How to quantify?
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Questions and comments

43

Expressions of individual views by members of the Institute and
Faculty of Actuaries and its staff are encouraged.

The views expressed in this presentation are those of the
presenter.
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of Actuaries
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