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What is Cyber Security?
Data is increasingly getting digitised and internet is being used to save, access and retrieve vital information. Protecting this
information is not just a priority, but has become a necessity for most companies and government agencies around the world.
Cybersecurity refers to such business function and technology tools used to protect information assets.
Types of Cyber Threats

Information
Warfare
Cyber
Espionage

Cracking
Cyber
Threats

Cyber
Crime

Hactivisim
Cyber
Terror

Methods

Security Measures for Protection

• Malicious Code such as
Viruses, Worms, Trojan
Horses

• Access Controls

• Spyware

• Incident Reporting

• Phishing attacks

• Continuity Planning

• Spam

• Physical & Environmental Protection

• Data Theft

• Communications Protection

• Denial-of-Service Attacks

• Personal Security

• Packet Spoofing

• Legal Compliance

• System Protection

Sources: Secondary Research
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Categories of Cybercrime
Cybercrime describes a variety of attacks and activities, they can be broadly classified into 3 categories -

Business Disruption
and Misuse

Online Scams

Theft and Fraud

Denial-of-Service (DOS) or Distributed Denial-of-Service (DDoS) Attack

Malware or Malicious Software

Software and Information Piracy

Industrial Espionage

Cyber Extortion / Randsomware
Source: Using Insurance to Mitigate Cybercrime Risk
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Categories of Cybercrime
Cybercrime describes a variety of attacks and activities, they can be broadly classified into 3 categories Business Disruption
and Misuse

Online Scams

Theft and Fraud

Phishing

Spear Phishing

Pharming

Spoofing

Purchase Fraud
Source: Using Insurance to Mitigate Cybercrime Risk

ntations

Categories of Cybercrime
Cybercrime describes a variety of attacks and activities, they can be broadly classified into 3 categories -

Business Disruption
and Misuse

Online Scams

Theft and Fraud

Identity Theft

Theft from Business

Intellectual Property (IP) Theft

Customer Data Theft

Fiscal Fraud
Source: Using Insurance to Mitigate Cybercrime Risk
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Source of Cyber Attacks
The attacking power of criminals is increasing at an astonishing speed. Attackers have access to significant
funding; they are more patient and sophisticated than ever before; and they are looking for vulnerabilities in
the whole operating environment — including people and processes.

Most likely source of an cyber attack
Employee

57%

External contractor…
Customer
Supplier
Other business partner

35%

Hacktivists
Lone wolf hacker

“Combined external attackers now significantly
more likely as a risk source than internal threats”
“Its not a matter of if an attack will happen it’s a
matter of when”

10%

“Internal attacks are most likely but are least
thought through from a defense perspective”

12%
14%

Criminal syndicates
State sponsored attacker

Breaking news!

53%
27%
46%
41%

Source: EY
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The Cyber Security Challenge
Organisations are now faced with a challenging cyber-threat environment exacerbated by operational
hurdles
The attack surface is increasing as
more devices are attached and the
internet-of-things becomes reality
The sophistication of
today’s threat-actors is
increasing often they are
often well run organisations
or state-controlled groups
with significant funding and
capability
The annual direct costs of
detecting, diagnosing and
remediating cyberbreaches is increasing at
over 10% p.a.

Cyber-risk is now a Board level risk
item often in the top five risks

The personnel market for cybersecurity professionals is highly
competitive and those with strong
business focus are even harder to
find and hire
We often find companies fill
a Security Lead role and fail
to support them with
complementary resources.
As a result, the security
function reflects the Lead’s
particular strengths… and
weaknesses.

Cyber-security is too often seen as
a technology problem and not
handled as a core business risk

8
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Protiviti View On Cyber Security
Most organisations have to change their approach and management of cyber- security: starting at the very top
and shifting it from the technology agenda

…

Traditional approaches to cyber-security
are not working …

•

… and most organisations struggle
to answer five key questions

• A risk based approach needs to be
adopted: a one size fits all approach is all
too often adopted and is not practical, too
costly and will ultimately fail

Do you know the
value of your data?
Do you know where
your data is?

• Top down ERM approach to security risk
assessments is essential, identifying
sensitive data, assessing threats,
capturing risk appetite, and
informing risk mitigation strategies

Do you know who
has access to this
data?

• ‘Intelligent’ security monitoring techniques
that highlight abnormal behaviour or
potential incidents and enable a real time
response are increasingly important
• People are often the weakest link: security
awareness training that works is essential

Do you know who is
protecting the data?
Do you know how to
respond in case the
data is compromised?
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What is Cyber Risk ?
‘Cyber risk’ means any risk of financial loss, disruption or damage to the reputation of an organization from
some sort of failure of its information technology systems.

Cyber risk could materialize in the following ways:
Deliberate and unauthorized breaches of security.

Unintentional or accidental breaches of security.

Operational IT risks due to poor systems integrity or other factors.

38%

Confidential records (trade secrets or IP) compromised or stolen

19%

Customer records compromised or stolen

19%

Financial fraud
Unauthorized access/use of data, systems, networks

19%

29%
19%

Financial losses
No incidents

In Insurance services, 29% of the cases reported were due to Financial Losses.
Source: Allianz, PWC
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Typical Cyber Risk Scenarios for Insurers
Below are example risk scenarios for Insurers

Reputational Damage

Lack of Availability

Loss of Confidential Data

Integrity of Data

Financial Damage

Breach of Contract

Fines from Regulators

Third Party Impact

Data Privacy breach

…………………

Sources: Secondary Research
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Traditional Insurance Vs Cyber Insurance
Although traditional insurance policies may offer the option to cover some specific areas related to cyber
risk, they are not designed to fully cover all potential costs and losses. Cyber insurance policies, on the
other hand, provide a variety of coverage options and pre-conditions that need to be considered when
purchasing cyber insurance.
General Liability

Property

E&O\D&O

Crime

Cyber

Network Security

+

+

+

+



Privacy Breach

+

+

+

+



Media Liability

+

+

Professional Services

+

+

+



Virus Transmission

+

+

+

+



Damage to data

+

+

+

+



Breach Notification

+

+

+



Regulatory Investigation

+

+

+



Extortion

+

+

+



Virus/Hacker attack

+

+

+

+



Denial of service Attack

+

+

+

+



+

+

Business Interruption Loss





+

Possible



Coverage

Source: Deloitte
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Top Business Risks Around The World
This risk map shows the top risk for businesses per geographical region and in selected countries. It also
shows the main changes in risk perception across these territories year-on-year.

UK
1. BI
2. Loss of reputation or brand value
3. Cyber Risks

Germany

Russia

1. BI
2. Cyber Risks
3. Political Social upheaval war

1. Fire/Explosion
2. Market Stagnation or decline
3. Political Social upheaval war

France

US

1. BI
2. Quality Deficiencies & Serial defects
3. Fire/Explosion

1. BI
2. Cyber Risks
3. Talent Shortage

China
1. Fire/Explosion
2. Nation Catastrophes
3. Market Stagnation or decline

Australia

Brazil

1. BI
2. Loss of reputation or brand value
3. Talent Shortage

1. BI
2. Political Social upheaval war
3. Cyber Risks

Americas
1. Business Interpretation & supply chain (BI)
2. Cyber Risks
3. Talent Shortage

Europe, Middle East & Africa

Asia Pacific

1. Business Interpretation & supply chain (BI)
2. Cyber Risks
3. Political Social upheaval war

1. Business Interpretation & supply chain (BI)
2. Loss of reputation or brand value
3. Intensified competition

Source: Allianz
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Risk Appetite Case Study
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Prioritising Remediation
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Key Messages
Traditional approaches to Cyber
Security are not working

Many tools available for assessing your
Current state and remediating gaps

All organisations will be subject to
attacks and/or security incidents and
the frequency and sophistication of
these events is increasing

Insurers need to assess and report on
whether the organisation is focused on
the right risks and solving the real
problems

Boards and Senior Management need
to be supported, educated and more
honest about risk appetite

Cyber Security should be factored into
everything we do

The organisation must implement a risk
based strategy that reflects true risk
appetite and has a chance of success

Insurers should ensure they are really
prepared to respond and deal with an
attack
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Cyber Risk Working Party – What is it all about?
• The Cyber Risk Working Party emerged from the Institute of Actuaries
Risk Management Research Sub Committee in response to requests
for more information.
• The aim of the working party is to provide insight to actuaries
working on capital requirements for insurers.
• We will be researching cyber risks for insurers, working alongside
industry experts to get a better understanding of the nature of the
risk faced by insurers, the size of the potential loss and the risk
mitigating options available to insurers.
18
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Topics to be covered
• The working party will address the following topics:
1. What makes insurers unique from a cyber risk perspective?
2. Description of potential cyber risk scenarios for insurers
3. Thoughts on operational risk capital requirements

• The starting point is to clarify what cyber risk is.
– Given the breadth and variety of cyber risks faced, it was important to create a
taxonomy of risk outcomes.
– It is also important to draw a boundary between other operational risks and
cyber risk.
19
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Understanding why insurers are unique
• Insurers have a number of features that are attractive to cyber
criminals, and create exposure to cyber risks:
– They tend to hold large customer databases with very detailed and often
sensitive information about their customers.
– They manage a large percentage of UK assets (insurers in the UK control
£1.9trn of assets).
– They have large volumes of annual transactions that are exposed to cyber
attack.
– They have legacy systems which can date back many years due to the term of
many of their policies.
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Risk mitigating actions are available

Source: Ponemon institute report, 2014
27 April 2016
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Next steps
• The Cyber Risk Working Party has been set up recently, and will be
meeting monthly.
• We will produce regular updates on our research at upcoming events,
and welcome any inputs and recommendations.
• We plan to publish reading lists for actuaries wanting to learn more.

27 April 2016
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Questions

Comments

Expressions of individual views by members of the Institute and Faculty of
Actuaries and its staff are encouraged.

The views expressed in this presentation are those of the presenters.

27 April 2016

23

12

