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Objectives  

Introduction 

3 lines of defence model 

1 

2 

3 
How companies operate in practice 

What good looks like 
4 

Introduction 
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Timeline 

“The good old days” 

ENRON, WorldCom 

etc 

Sarbanes-Oxley 

2008 Crisis 

Latest regulation and 

guidance 
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Regulations 

Regulations for 3 lines of defence model 

Existing Coming soon 

• FCA Guidance and PS 10/15 • Solvency II – CP33, CP13/008 

• Code of conduct for internal audit 
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3 Lines of Defence Model  
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Overview of the 3 lines of defence model 

Board and Board Committees (including Remuneration Committee) 

Internal Audit 

function  

1st Line 

Ownership 

2nd Line 

Oversight and Support 

3rd Line 

Independent Review 

Exec Committee Risk Committee Audit Committee 

Business Units Risk management function 

Compliance function 
Actuarial  

function 
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The primary responsibility of the CRO and the Risk function is to provide robust challenge to business management of all 

material risks.  However, in practice the role covers a range of aspects including those shown below. 

Risk function role 

Challenge 

Co-
ordinate 

Champion 

Support Construct 

Control 

Provide 
Assurance 
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Risk Function Organisation 

CRO 

Operational 

Regulatory Risk 

Risk Appetite 

Capital 

Governance 

Change 

Training and Comm’s  

Insurance Risk 
Operational and 

Regulatory Risk 

Enterprise Risk 

Management 

Development and 

Change 
Financial Risk 

Market 

Credit 

Insurance 

Reinsurance 

Pricing Liquidity Fraud/AML 

Risk Reporting  IT/ System 

Model Validation Regulatory Policy 
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The first line 

Business and functions 

What do they do? 

■ Own and manage the risks involved in running their business 

 

What does this give us? 

■ Expertise 

■ Efficiency 

 

Key accountabilities 

■ Application of Risk appetite 

■ Implementation of processes and tools to manage risks 

■ attesting to controls and compliance with risk policies 

■ Ownership, identification, management and mitigation of the risks 
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The third line 

Internal audit 

What do they do? 

■ Independent, objective assurance 

■ Focus on areas of higher risk 

■ Special investigations 

 

What does this give us? 

■ Assurance 

 

Key accountabilities 

■ Independent assurance on the effectiveness of the system of internal control 

■ Broad coverage focussing on high risk areas 

■ Special investigations 
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How Companies Operate in Practice 
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Key issues 

Duplication of effort 

Gaps 

Confusion about roles 

Compromising independence 
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Key questions 

15 

How does Audit’s 
role differ to that of 

Risk? 

Is the Audit function another 
layer of review or is their 
approach fundamentally 

different? 

Do Audit have the 
necessary 

skills/knowledge to 
adequately challenge 1st 

and 2nd line? 

Can the Audit 
function rely on the 

work of Risk? 

Can the Audit function 
rely on the work of 

External Audit? 

Do Risk provide 
training on the risk 

framework to Audit? 

How is independence 
maintained when 

working 
collaboratively? 
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Range of approaches to Risk/Audit relationship 

Level of Interactions Clarity of Roles 

We work quite separately. 

 

Collaboration and Independence 

We meet regularly to share 

information and findings. 

 

We sit beside each other, talk 

daily and constantly share plans 

and findings. 

We educate each other about our 

roles and approach. 

 

We address different aspects of the 

same issues sometimes and share 

plans to reduce overlap. 

We work quite separately and don’t 

rely on each others work. 

We have terms of reference but 

don’t do much else. 

Audit rely on Risk where they have 

reviewed Risk’s processes.                          

 

We educate all areas of the 

business (including 1st line) about 

our roles and approach. 
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What Good Looks Like 
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Operating the 3 lines of defence model 

effectively 

Board and Board Committees (including Remuneration 

Committee) 

Internal Audit 

function  

1st Line 

Ownership 

2nd Line 

Oversight and Support 

3rd Line 

Independent Review 

Exec Committee Risk Committee Audit Committee 

Business Units Risk management function 

Compliance function 
Actuarial  

function 
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Clarity of role 

There are no negatives to making this clear to everyone (including 
1st line) 

Terms of reference are probably not enough (who reads these?) 

Written information is more likely to be read if it is short – they 
can read the terms of reference if they want chapter and verse   

Some companies actively educate other areas of the business 
on their role: 

  
• Easy to read information on intranet – ‘What do we do?’ 

  
• Presentations at company-wide/departmental or team meetings 

  
• Sharing of summarised plans and findings 

• Ongoing explanation of objectives and outcomes 
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Level of interactions 

There’s no right answer here…. but interaction needs to be enough to achieve: 

 

Awareness of (and understanding of) 
each others plans 

Understanding each others viewpoints, 
angles of review and areas of focus 

Understanding key findings and issues 
promptly 
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Collaboration and independence 

  
• Clarity about what independence means 

  

• Consistent with the terms of reference/operating 
model. 

  
• Sharing plans does not breach independence! 

• Consider if some form of collaboration is appropriate 
when going through plans 

• Maintain and justify independence 
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Questions 

? 


