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The Actuarial Profession, Risk and Investment conference

John Thirlwell and Prof Tony Blunden

Operational risk 
management 

workshop

Agenda

• Operational risk

– What is it?

– Is it different from other risks?

• A governance framework

• Qualitative analysis

– What’s the difference?

– Wish list

– What data are needed?

– What will it look like?
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Operational risk: what is it?

© 2010 The Actuarial Profession www.actuaries.org.uk
3



07/06/2011

3

‘The world has never been so full of risk’
(Thomas Aquinas, 1245)
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National security strategy (Oct 2010)

TIER 1 TIER 2

International terrorism Chemical, biological, nuclear,  

radioactive (CBNR) weapons

Cyber attacks and large scale 

cyber crime

Overseas insurgency creating 

environment for terrorism

Major accident or natural 

hazard, e.g. extensive 

coastal flooding, pandemic

Organised crime

International military crisis Satellite communications 

disrupted
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Year Event

1988 Piper Alpha oil rig (North Sea)

1993 Metallgesellschaft

1995 Barings Bank (+ Daiwa (1995), Sumitomo (1995), Allfirst/Allied Irish (2002), 

National Australia Bank (2004), Société Générale (2008))

1998 Long Term Capital Management

2000 Millennium Bug

2001 World Trade Center (9/11)

2001 Enron/Arthur Andersen

2003 SARS near-pandemic

2005 Hurricane Katrina (+ Dennis, Emily, Rita, Wilma)

2010 BP/Deepwater Horizon oil spill (+ Texas City (2005), Alaska 

pipeline (2006, 2011))

2010 Eyjafjallajökull (Iceland) volcano

2011 Japanese earthquake/ tsunami
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Defining operational risk

‘The risk of direct or indirect losses resulting from 
inadequate or failed processes, people or systems, or 
from external events.’ [Operational risk: the next frontier. 
RMA/PriceWaterhouseCoopers, 1999]

‘The risk of loss resulting from inadequate or failed 
internal processes, people or systems or from external 
events’ [Basel II]

- includes legal risk

- excludes strategic and reputational risk

- ignores regulatory risk

‘The risk of loss arising from inadequate or failed 

internal processes, or from personnel and systems, 

or from external events.’ [Solvency 2]
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An attempt to frame the unframeable, to assuage fears about 

the uncontrollable ‘rogue others’ and to tame the man-

made monsters [of the financial system].

Prof Michael Power, Organized uncertainty : designing a 

world of risk management (OUP, 2007)
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Operational risk -
Is it different from other risks?
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Is operational risk different from other risks?

Credit, market, 

commodity, 

liquidity

Operational

Is the risk transaction-based?

Is the risk assumed proactively ?

Can it be identified from accounting 

information e.g. the P&L?

Can audit confirm that every occurrence of 

the risk has been captured?

Can its financial impact be capped or 

limited?

Can you trade the risk?

Is everybody in the firm responsible for the 

risk?

Does the risk affect every activity?
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Operational Risk
(including Strategic Risk)
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A governance framework for operational risk management

Operational Risk Management Framework

Governance

Key indicators

Scenarios and Modelling

Reporting

Action plans

Identify 

risk and 

control 

indicators

Specify 

risk 

appetite

Events

Action plans

Identify and 

capture 

internal and 

external 

losses

Analyse 

loss 

causes

Risk & Control Assessment

Action plans

Identify risk 

and owner 

Assess 

likelihood and 

impact

Identify control 

and owner 

Assess design 

and 

performance
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The 3 lines of defence

RISK OWNERS

Business 

operations

RISK 

OVERSIGHT

Eg: Risk, HR, 

compliance, legal, 

health & safety, 

IT security, etc

Risk Committee

B O A R     D

Audit Committee

RISK 

ASSURANCE

Internal and 

external audit
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Board

• Leadership

– Culture

– The tune in the middle

• Strategy and objectives

– Risk appetite (= risk/reward)

• Reporting and communication
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Operational Risk Management Framework

Governance

Key indicators

Scenarios and Modelling

Reporting

Action plans

Identify 

risk and 

control 

indicators

Specify 

risk 

appetite

Events

Action plans

Identify and 

capture 

internal and 

external 

losses

Analyse 

loss 

causes

Risk & Control Assessment

Action plans

Identify risk 

and owner 

Assess 

likelihood and 

impact

Identify control 

and owner 

Assess design 

and 

performance
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Operational Risk Management Framework

Governance

Key indicators

Scenarios and modelling

Reporting

Action plans

Identify 

risk and 

control 

indicators

Specify 

risk 

appetite

Events

Action plans

Identify and 

capture 

internal and 

external 

losses

Analyse 

loss 

causes

Risk & Control Assessment

Action plans

Identify risk 

and owner 
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likelihood and 

impact

Identify control 

and owner 

Assess design 

and 
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The board and risk

• Corporate governance (Turnbull 1999, Walker 2010)

• Strategy; new acquisitions, new products, new ventures

• Board Risk Committee

• Risk function and the CRO
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Where does the (operational) risk function sit?

RISK OWNERS

Business 

operations

RISK 

OVERSIGHT

Eg: Risk, HR, 

compliance, legal, 

health & safety, IT 

security, etc

Risk Committee

B O A R     D

Audit Committee

RISK 

ASSURANCE

Internal and 

external audit
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Risk assurance

• Independent

• Internal audit

– Clear objectives

– Status and position in the firm
– Audit Committee

• External audit – financial reporting

• Internal audit as executive management

• Internal audit as consultant 

or investigator 
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Qualitative analysis

What’s the difference?

• Quantitative analysis

- Uses actual losses, so backward looking?

Past is no indicator of the future?

- Don’t have to guess distributions – or do we?

- Long time to collect data

- Adding VaRs to get a capital figure

• Qualitative analysis

- Uses ‘soft’ data, so forward looking? 

- Which curve to use?

- Aligned with management’s perceptions

Business judgement is good future indicator

- Indirect use of external data
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Ideally we will want to ...

• Use our existing data

• Mathematically fail controls, and link to risks

• Introduce practical risk management
- Convert the qualitative risk scores to monetary values

- See by how much (monetary amount) our controls reduce our risk profile

- Prioritise actions by monetary risk impact

• Not wait until we have finished the loss collection 

exercise 
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What data is needed 
for qualitative analysis?

Standard risk and control assessment data:

• Risk impact

• Risk likelihood 

• Risk correlations

• Controls and their performance characteristics 
– Design, performance, key control, preventative, detective, mitigation 

effectiveness
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Gross loss/Net loss comparison
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Control cost benefit
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Results by risk owner
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Ten highest residual risks
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Top best and worst controls
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Support scenario analysis

Stress test risks and/or controls to see the impact of

changes such as:

• All risks in a certain area (eg. payments) increasing in 

severity by 10%, combined with a reduction in control 

effectiveness by 15% for all controls relating to 

reconciliations

• Assess the impact of a new business that gives rise to 

new or different risks

• Assess the P/L benefit of introducing a new control

– e.g. perhaps a new control is scheduled to be introduced next FY 

due to budget constraints.  Modelling enables users to investigate 

the benefit of it being introduced earlier
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Rapidly investigate changes in market knowledge

• New Risks / Losses

– A new type of loss starts appearing; or 

– A risk that most people thought was benign hits 

headlines because another retail bank lost £50m; or 

– Another retail bank makes a loss because of some 

unforeseen risk severity 

• Modelling enables a firm to investigate what these really 

mean … a control we thought worked suddenly becomes 

doubtful. Well how doubtful must it become before it hurts? 

10% 50%?
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Business Benefits 

• Utilises already available RCA data

• Focuses the business on risk and control challenge

• Clarifies order for control improvements

• Directs business managers to monetary gains for  

enhancing risk and control environment

• Enables firms to investigate the sensitivity of their risk 

and control profile to change; change that cannot be 

calculated or seen intuitively with a spreadsheet
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Contact details

Tony Blunden, Head of Consulting, Chase Cooper Limited

Tel: +44 (0)207 826 9001

Fax: +44 (0)207 256 5795

Mobile: +44 (0)770 325 7780

e-mail: tony.blunden@chasecooper.com

Web: www.chasecooper.com

John Thirlwell

Tel: +44 (0)208 386 8019

Mobile: +44 (0)781 382 9362

e-mail: info@johnthirlwell.co.uk

Web: www.johnthirlwell.co.uk
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