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DPB Compliance Bulletin CB30  February 2016

Anti-Money Laundering

CAVEAT ON RELIANCE
This Compliance Bulletin is an aide memoire to DPB Firms.  This is not intended to be read as comprehensive guidance on the subject of Anti-Money Laundering and should be read in conjunction with the relevant legislation and other guidance.  Please refer to the relevant statutes and always obtain legal advice where in doubt.
The Joint Money Laundering Steering Group (JMLSG (www.jmlsg.org.uk)) is an industry body which produces comprehensive guidance on Anti-Money laundering.  The JMLSG Guidance notes (Guidance Notes) are essential reading.  JMLSG also draws firms’ attention to the Financial Conduct Authority (FCA)’s “Financial Crime: a guide for firms” (JMLSG Part I: Chapter 4, section 4.28). It is a practical guide and each firm should study it to see whether it raises any areas of risk or concern for their business.
Compliance with these requirements is monitored by the ICAEW Quality Assurance Division (QAD) inspection teams when they visit actuarial firms. Firms should note that it is not appropriate merely to use the JMLSG Guidance Notes as the firm’s procedure manual. 

BACKGROUND

Money laundering is the process by which criminals attempt to hide and disguise the true origin and ownership of the proceeds or any other benefit of their criminal activities, thereby avoiding prosecution, conviction and confiscation of the criminal funds. There are three stages in the process:

a) Placement – the way criminal funds enter the system.

b) Layering – how the link between the funds and the criminal is concealed.

c) Integration – investing and/or recovering the funds in a way that looks legitimate.

DPB Firms are unlikely to be used for ‘placement’ but could potentially be targeted by criminals for ‘layering’ and ‘integration’. As advisers, actuarial firms may be well-placed to identify suspicious transactions. It is a criminal offence under the Proceeds of Crime Act 2002, which could result in a fine or imprisonment, for anyone to: 

· Acquire, possess or use the proceeds of crime, or assist someone else to do so.

· Conceal or transfer the proceeds of crime to avoid prosecution or confiscation of assets. 

· Fail to report suspicious transactions. 

· Tip off money launderers about any money laundering investigations or reported suspicions or prejudice a money laundering investigation.
APPLICATION

· Anti-Money Laundering laws apply to all businesses and their employees in the UK, including DPB and Authorised Professional Firms (APF firms) under the DPB scheme.
· The Money Laundering Regulations 2007 (Regulations) require procedures to be adopted to guard against financial sector businesses and the financial system being used for the purposes of money laundering. 
· The Proceeds of Crime Act 2002 (POCA) consolidated, updated and reformed the law relating to money laundering to include any dealing in criminal property. 
· The Financial Conduct Authority (FCA) has high level controls in its Senior Management Arrangements, Systems and Controls Sourcebook (SYSC 3.2.6). That Sourcebook does not apply to DPB firms, and it applies to APF firms only to the extent that they carry on mainstream regulated activities. However, the Regulations apply to all financial activities, including ‘exempt regulated activities’ carried on by DPB firms. 
· Under the Financial Services and Markets Act 2000 (FSMA), the FCA can bring prosecutions for breaches of the Regulations against any person covered by them, whether or not an (FCA) authorised person.
REQUIREMENTS

Among other things, the Regulations require firms (in respect of financial activities) to adopt and maintain whichever procedures are appropriate for the purpose of forestalling and preventing money laundering and in particular:

· to verify the identity of clients;
· to keep records;
· to enable employees to report suspicious circumstances or transactions to an appropriate person; and
· to tell employees about the law, the firm’s procedures and their own responsibilities.
Failure to have such procedures is itself a criminal offence, both by the firm and any responsible officer, partner or manager of the firm.
POCA extends the obligation to report suspicion of money laundering by making it an offence for firms or their employees not to make a report where a person has reasonable grounds to know or suspect that another is engaged in money laundering. The latter item includes the possession of any benefit from a crime. Reasonable grounds for suspecting that a client or other person has benefited from any criminal activity may therefore trigger an obligation to report.

IDENTITY VERIFICATION

The Regulations require that satisfactory evidence of the client’s identity must be obtained before a business relationship has started (JMLSG Part I, Chapter 5, section 5.2.2). However, a firm may start to process the business immediately, provided that it is satisfied that it is necessary in order not to interrupt the normal conduct of business and that there is little risk of money laundering or terrorist financing occurring; even in these circumstances verification should be completed as soon as practicable after the initial contact (JMLSG Part I, Chapter 5, section 5.2.5). Firms should not, however, place/conclude the business until the evidence has been obtained.
Because of the difficulty of a firm seeking to establish whether the work being carried out for the client is within the scope of the Regulations, firms are recommended to apply the Regulations to all their activities, and in particular to carry out the verification of the identify of all clients to avoid the risk of missing any for whom it was required.
The Guidance Notes expect firms to tailor their approach to identity verification according to the level of risk of money laundering and financial crime.  JMLSG Part I, Chapter 5, sections 5.1 to 5.3 define the standard Customer Due Diligence (CDD) verification requirements for different types of client, including companies, partnerships, pension schemes, charities and clubs.  The Guidance Notes also set out the concepts of Simplified Due Diligence (SDD) for low risk situations and Enhanced Due Diligence (EDD) for high risk situations.  
In practice, SDD means not having to verify the client’s identity (JMLSG Part I, Chapter 5, section 5.4) but there is still a need to keep a watching brief throughout the client relationship for suspicious circumstances.  SDD can be applied to certain types of organisation (JMLSG Part I, Chapter 5, section 5.4.2), including FCA regulated firms
, companies listed in a regulated market
 and UK public authorities and also occupational retirement benefit schemes (JMLSG, Part I, Chapter 5, sections 5.4.4 and 5.3.208ff).  Where firms wish to use SDD and so not verify identity, firms are expected to be able to show how they determined that SDD was relevant for the client (5.4.1).  Actuarial firms can achieve this by using the forms attached to this note.

For the higher risk situations, EDD means collecting more information about the client and additional monitoring of activities (JMLSG Part I, Chapter 5, section 5.5).
When assessing the level of risk involved, firms should consider:

· the nature of the client; 

· the source of the client’s money;

· the nature of the client’s business;
· the location of the client (if outside the UK);
· the services the firm will be providing to them;

· the risk levels of any products involved (see below);
· the existence of Politically Exposed Persons (PEP)s (see below).

SANCTIONS CHECKING
HM Treasury maintains a Consolidated List of individuals and organisations subject to financial sanctions; it is illegal to do business with those on the list. The list can be found at http://www.hm-treasury.gov.uk/financialsanctions and firms may find it helpful:

· before taking on a new client check that they are not on the Consolidated List

· use the Subscribe link on the above HM Treasury page so that they receive notification of additions to the list
PRODUCT RISK LEVELS
The Guidance Notes categorise products into three levels of risk:
	PRODUCT RISK LEVEL
	REDUCED RISK PRODUCTS

(JMLSG Part II, Chapter 7, sections 7.31ff)
	INTERMEDIATE RISK PRODUCTS

(JMLSG Part II, Chapter 7, sections 7.41ff)
	INCREASED RISK PRODUCTS
(JMLSG Part II, Chapter 7, sections 7.51 ff)

	DESCRIPTION
	Unlikely to be used for money laundering purposes.  The characteristics of the product might include: no surrender value or small regular premiums - perhaps paid by the employer rather than the individual. 

Such products may qualify for Simplified Due Diligence
	Products where although there is a capacity for large sums of money to be invested, there are restrictions on access to fund and some schemes will have an independent pensioner trustee who polices the running of the scheme on behalf of HMRC.  In this category, standard Customer Due Diligence would apply
	Products for which large sums could be invested and easily taken back out.  Enhanced Due Diligence may be required with these products

	EXAMPLES FOR DPB FIRMS
	term life assurance, group life protection, occupational pension schemes and pension annuities.
	GPPs, EPPs (but not CIMPs or COMPs), SSAS, SIPP and TIPP (trustee investment pension plan).
	single premium investment bonds


NOTE - Pension products have been traditionally classed as reduced risk or intermediate risk partly on the basis of the restrictions on releasing funds, but pension liberation activities and easier access granted by the April 2014 budgetary changes mean that firms should be alert to a potential increase in the possibility of money laundering.
RECOMMENDATIONS FOR COMPLIANCE WITH THE REGULATIONS AND GUIDANCE NOTES
The following points are drawn to the attention of DPB Firms to help them with some of the basics of Anti-Money Laundering.  These points are not necessarily more important than others in the Regulations and Guidance Notes.  All firms must take responsibility for compliance with all relevant laws and obligations.
a) The Regulations and Guidance Notes require firms to take a risk-based approach (JMLSG Part I, Chapter 4, sections 4.1ff).  Risk is assessed on two levels: the analysis of the business itself to identify areas of risk and the risk attached to particular clients.   
b) Abide by the recommendation in the Guidance Notes (JMLSG Part I, Chapter 4, section 4.68) to review assessment at least annually of risk at the business level and try to identify where the risks are likely to be and how to prevent them;

c) Have a formal procedure for periodically reconsidering the risks and their money laundering compliance programme and require the appropriate person or some other designated person to periodically report to the governing body of the firm on the firm’s compliance programme
d) The Regulations require firms to retain records for use as evidence in any investigation into money laundering. The records must include copies of the client identity evidence (or a note of where it can be retrieved from), which must be kept for at least five years after the client relationship has ended (JMLSG Part I, Chapter 8). Records must also be kept of all transactions effected for or with a client, to be retained until at least five years after the transaction is completed. Records will be checked as part of the QAD inspection visits to DPB firms.

e) There is a statutory obligation on all staff to report knowledge or suspicion of money laundering. The Regulations require that all firms must appoint “an appropriate person” as the central point of contact with the law enforcement agencies in order to handle the reported suspicions of their staff regarding money laundering. Staff should report their suspicions to the appropriate person, who should then consider whether a report to the National Crime Agency (NCA) should be made. Should firms find themselves in the situation in which they may need to report, they should refer to JMLSG Part I, Chapter 6 in which 6.35 refers to the desired format for such reports. Firms regulated by the FCA must appoint a Money Laundering Reporting Officer (MLRO). In such cases, the same person can carry out the responsibilities of the MLRO and of the “appropriate person”.
f) Tipping Off.  It is an offence for anyone to take any action likely to prejudice an investigation by informing (i.e. tipping off) the person who is the subject of a suspicious transaction report, or anybody else, that a disclosure has been made, or that the police, customs or other authorities are carrying out or intending to carry out a money laundering investigation. The punishment on conviction for this “tipping-off” offence is a maximum of five years’ imprisonment and/or a fine.
g) The Regulations require that all financial sector firms must provide relevant employees from time to time with training in the recognition and handling of transactions carried out by, or on behalf of, any person who is, or appears to be, engaged in money laundering. This training should be ongoing and it is recommended that DPB firms ensure that all relevant employees undergo training at least every two years.  Management and staff must be informed that they can be personally liable for failure to report information in accordance with internal procedures and that as well as criminal sanctions, disciplinary proceedings can also arise

h) As advisers, actuarial firms may be well placed to identify suspicious transactions.  When considering whether a transaction is suspicious, staff should be encouraged to consider, among other things:
· whether the size of the transaction is consistent with what they know about the client and its normal activities;

· is the transaction rational in the context of the client’s business or personal position;

· is there a change in the pattern of the client’s transactions; and

· if the transaction is international in nature, is there a logical reason for them conducting business through the country concerned.

i) It is good practice for DPB firms to appoint a MLRO even though they are not required to do so.
EXAMPLE SCENARIOS FOR DPB FIRMS TO NOTE

· A client account can provide a totally hidden route into a bank account.  In some jurisdictions legislation may forbid the bank from knowing the identity of the client and the source of funds.

· Money can be laundered through general insurance policies by effecting cover on an expensive asset and paying a large premium by bank transfer, followed by early cancellation of cover and requesting the refund remittance be made to a different bank in another country.

· PEPs are individuals who have, or have had, a high political profile, or hold, or have held, public office. Examples are heads of state or of government, senior politicians, senior government, judicial or military officials, senior executives of publically owned enterprises and important political party officials. They can pose a higher money laundering risk to firms as their position makes them a potential target for corruption. This risk also extends to members of their immediate families and to known close associates. PEP status itself does not, of course, incriminate individuals or entities but may put a client into a higher risk category. APF firms should be alert to the extra risks if they have a PEP as a client. While DPB firms are not permitted to give regulated advice to individuals, they should be alert to whether a PEP in a high position within a corporate client could be exerting undue influence. 
FURTHER INFORMATION
The following sections of the Guidance Notes are useful sources of further information for actuarial firms. Most of Part I is relevant, but only selected sections of Parts II and III.

Part I:

· Chapter 1 – Senior management responsibility

· Chapter 2 – Internal controls

· Chapter 3 – Nominated officer / MLRO

· Chapter 4 – Risk-based approach

· Chapter 5 – Customer due diligence

· Chapter 6 – Suspicious activities, reporting and data protection

· Chapter 7 – Staff awareness, training and alertness

· Chapter 8 – Record keeping

· Glossary of terms

· Appendix I – Anti-money laundering responsibilities in the UK

· Appendix II – Summary of UK legislation.

Part II: Sectoral Guidance

· Sector 6 – Financial advisers

· Sector 7 – Life assurance and life-related pensions and investment products

Part III: Specialist Guidance

· Chapter 2 – Equivalent jurisdictions

· Chapter 3 – Equivalent markets

· Chapter 4 – Compliance with the UK financial sanctions regime

SAMPLE FORMS

The Appendix shows sample forms, which can be used to record a risk analysis of, and to confirm a record of verification of identity for, Trustee and Employer clients. 

Form 1: Identity verification and risk analysis for COMPANIES/EMPLOYERS

Identification

You need to obtain the following information about your potential client:

	Name of company: 
	

	Registration number: 
	

	Registered office:  
	

	Business address for correspondence (if different to above):
	

	For private companies only: names of directors and beneficial owners holding over 25%
	


Verification of identity

Verification of the above identity can be achieved by:

· Extract from recognised source (e.g. Financial Times) that the company is quoted on recognised or approved investment exchange or is a wholly owned subsidiary of such a company (either UK or Overseas)(details of recognised stock exchanges are available on the JMLSG website);
· Extract from Companies House website, including Certificate of Incorporation, evidence of Registered Address and, for private companies, a list of Directors and shareholders;
· A copy of the page from the FS Register showing that the company is authorised; or
· For charities, obtain evidence from the registers of The Charity Commission or the Scottish Charity Regulator.
Sanctions Checking

Check that the company is not on the HM Treasury Consolidated List https://www.gov.uk/government/publications/financial-sanctions-consolidated-list-of-targets
Risk assessment

Please consider if any of the following possible risks apply:

1. Profile of potential client

· small or opaque with little or no industry profile

· ownership structure is complex with no apparent rationale

· linked to an individual in a public position (since such people will be a greater target for corruption)

· based in a country where we do not normally do business

· unwilling to provide details about itself or its owners

2. Financing of potential client

· not clear where their money comes from

3. Type of business that the potential client is in

· business is one where its customers tend to pay in cash, eg some retail business

4. Services to be provided to potential client

· intended business to be done for them has questionable rationale
· intermediate products, including GPPs, EPPs (but not CIMPs or COMPs), SSAS, SIPP and TIPP (trustee investment pension plan).
· higher risk products are involved: single premium investment bonds.

Note below whether any of the above risks apply and record your conclusion about the possible increased risk of money laundering or the risk of the source of funds arising from the criminal sources. Consider whether there is a need to gain additional evidence to gain more reassurance. Additional evidence might be more information about the nature of their business, or about their history (eg changes of address) or about the source of their funding (eg from accounts) or clarification of the work they want us to do. Consider also whether you need to be more vigilant about their ongoing transactions and activities.
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Name of Actuary/Consultant:  
Date: _______________
FILE THIS FORM AND SUPPORTING INFORMATION ON CLIENT FILE.
See JMLSG Guidance Notes Part I Chapter 5 for additional guidance as required.

Form 2: Identity verification and risk analysis for TRUSTEES

	Full name of pension scheme:
	

	Address for correspondence:
	


Please tick one box to show the situation for your client. Given the low risk nature of pension schemes, formal verification will not usually be necessary.
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The scheme has contributions from the employer and members (by deduction from salaries) and the trust deed and rules has no provision that allows the member’s interest in the scheme to be assigned to someone else. 
Evidence of registration/approval of the scheme. For schemes approved prior to 6 April 2006 this will be the approval letter from Inland Revenue. For schemes registered after 6 April 2006 this will be the HM Revenue & Customs Acknowledgement of Registration which the Scheme Administrator can obtain from the online Pensions Noticeboard for the scheme. The Scheme Administrator will usually be one of the Trustees and may sometimes grant access to the Pensions Noticeboard to an authorised practitioner, for example the pensions administrator.

Life cover only scheme (exclusively long-term contracts of insurance in connection with a pension scheme taken out by virtue of a person's contract of employment or occupation where the policy cannot be used as security for a loan and contains no surrender clause). 
Note: if type of scheme assets change further verification is required.
None of the above apply and the copy of the trust deed (or deed of amendment) on file lists the names of the current trustees and the address to be used for correspondence

Risk assessment

Tax-approved pension funds will generally be low risk for criminal activities. If you should believe there to be any greater risk in any instance then you should take appropriate action. Consider verifying identities of individual signatories or verifying the identity of the principal employer and the source of funding.
Name of Actuary/Consultant: 
Date: _______________
FILE THIS FORM AND SUPPORTING INFORMATION ON CLIENT FILE.

N.B. Where individual members of an occupational pension scheme are to be given investment advice, their identities must be verified.
See JMLSG Guidance Notes Part I, Chapter 5,  sections 5.3.208ff for additional guidance as required.
Consideration of risks:








� SDD can also be applied to regulated companies outside the UK provided they are regulated in an equivalent jurisdiction by an equivalent regulator (JMLSG Part I, Chapter 5, section 5.3.113). JMLSG Part III, Chapter 2, section 2.2 explains that equivalence of jurisdiction can be presumed for all EU/EEA member states.


� This applies to companies with shares traded on an EEA market or an equivalent market. JMLSG Part III Chapter 3 has guidance on determining whether a market can be deemed to be equivalent and in that chapter paragraph 3.3 explains that the principal markets in EU/EEA member states are likely to be equivalent but that non-principal markets (such as AIM) may not be equivalent.��
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